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Traditional Personal Identification Numbers (PINs) are widely used, but the attacks in which they are
captured have been increasing. One-time PINs offer better security, but potentially create greater
workload for users. In this paper, we present an independent evaluation of a commercial system that
makes PINs more resistant to observation attacks by using graphical passwords on a grid to generate
a one-time PIN. 83 participants were asked to register with the system and log in at varying intervals.
The successful login rate was approximately 91% after 3-4 days, and 97% after 9-10 days. Twenty
five participants were retested after two years, and 27% of those were able to recall their pattern.
We recorded 17 instances of failed attempts, and found that even though participants recalled the
general shape of the pass-pattern in 13 of these instances, they could not recall its detailed location
or sequence of cells. We conclude that GriDsure is usable if people have one pass-pattern, but the
level of security will depend on the context of use (it will work best in scenarios where repeated
observations of transactions are unlikely), and the instructions given to users (without guidance,
they are likely to chose from a small subset of the possible patterns which are easily guessed).

Authentication usage scenarios; graphical passwords; PINs

1. INTRODUCTION

Knowledge-based authentication through passwords
and PINs remains the most widely used security
scheme. Most users struggle to recall their PINs
and passwords, and resort to unsafe practices, such
as writing them down [1], or choosing predictable
passwords [12]. PINs have many of the same
problems ¢ but are usually used in combination with
a physical token.

PIN authentication « commonly used for cash
withdrawals at ATMs with bank cards +now also
replaces signatures for credit card payments in
many countries. In the UK alone, there were 805
million ATM withdrawals in the final quarter of 2008,
each of them requiring the use of a PIN [3]. Many
telephone and online banking schemes also use
PINs-so most people have to use a PIN at least
once a day. However, any static knowledge-based
credential faces the risk of interception through
shoulder-surfing, screen-scraping, a compromised
terminal, etc. [9]. This has increased interest in
one-time passwords and PINs, because capture of
any specific example is not useful to the attacker.
In the past, one-time password schemes were the
preserve of high- secrecy domains such as national
intelligence, but even highly motivated and trained
operatives struggled to use them correctly [14]. More
recently, we have seen developments of solutions
that deliver one-time PINs to users via SMS, or from
special tokens.
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In this paper, we present an evaluation of a
commercially - available authentication scheme
which aims to provide the security of a one-time
PIN without special hardware, while being easy to
understand, remember, and use [10].

Section 2 reviews the usability problems and security
risks inherent in existing authentication schemes,
and some approaches which have been taken to
address these. Section 3 presents the GrlDsure
scheme. Section 4 describes the methodology of
two empirical evaluations of GrIDsure performance.
In the second evaluation we used instructions
designed to encourage participants to choose ‘less
obvious’ patterns. Section 0 presents the results
in terms of usability and security. We found the
instructions improved pattern choice. We conclude
with some suggestions of future possibilities for
GriDsure, in terms of its potential real-world usage
and as an area for further research.

2. BACKGROUND

Secure authentication is particularly challenging
whenever the communication is susceptible to
interception because [2]:

1. The interface cannot be trusted - for example,
when using a Web browser on a potentially
compromised computer, at an ATM, or at a point
of sale terminal;

2. Communication is susceptible to electronic or
physical eavesdropping; or
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3. Users disclose the secrets in social engineering
attacks (such as ‘phishing’ or ‘pretexting’).
These problems are particularly acute with PINs.
They are usually 4 digits long -which gives a 1 in
10,000 probability of random guessing. The brevity
and simplicity of a PIN, and the fact that it is often
used in a public place -such as at an ATM or point
of sale terminal -makes it particularly vulnerable to
observation, whether simple shoulder-surfing or
more sophisticated technical attacks.
One-time PINs are a way to overcome this problem.
Most existing solutions require special hardware,
which costs, may be lost or stolen, and relies on an
issuing authority and so is only suitable where there
is a strong relationship between user and issuer, as
in the workplace [9]. A usability weakness is that
users may forget to carry the token, and then be
unable to make the transaction.
In most current solutions, the one-time PIN is
used alongside another authenticating method,
to generate a challenge-response system. If the
one-time PIN can be combined with a more usable
method of authentication LW ZRXOG GrIDsure,
the PIN is part of a graphical password, combining
personal knowledge and one-time PIN generation
into one step.
A number of authentication mechanisms have been
devised which rely on visual, rather than verbal,
memory. These build on psychological findings that
recall of pictures is better than either passwords
or PIN [7, 15, 16] -the so-called picture superiority
effect. For example, users are presented human
faces in the case of Passfaces [17] and randomly-
generated art in the case of Déja Vu [6]-from
which they recognize and select previously-chosen
images.
All of these have an element of recognition rather
than recall. GrlDsure, in contrast, is what de Angeli
et al. [5] call a drawmetric system; it depends on
recall, rather than recognition.

3. THE GRIDSURE SYSTEM

GrIDsure is a graphical password scheme. However,
whereas such schemes usually use some sort of
graphical interaction instead of a PIN or textual
password, GrlDsure uses the graphical scheme
to generate a one-time PIN; it is effectively a
combination ofboth graphicaland PIN authentication.
Participants read their PIN from a 5x5 number grid
(see Figure 1b) by locating the numbers displayed
in 4 cells they have chosen.

When enrolling, XVHUV “pick a pretty pattern or
‘shape’ that you can remember.” Users choose the
shape (e.g. an ‘L’ shape) and the order in which
they want to read off their numbers (e.g. bottom to
top). For example, a user could choose the cells we
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have labelled A, B, C and D in Figure 1 a. We call
this shape and order of cells the user’s ‘pattern’, ,
and it is the secret they must remember in order to
authenticate.

In each GrIDsure authentication, the grid is populated
by random numbers between 0 and 9, with some
repetitions (example grid in Figure 1b. The user
reads off the numbers that appear in her pattern, in
sequence, and enters them on a separate keypad.
In Figure 1b, for example, the user’s pin would be
7.8,3,4 - the numbers currently occupying her cells
A, B, C, and D. The next time she authenticated
the PIN would be different again - whatever random
numbers occupied her pattern that session.
GriDsure supports the use of different size of grid
and different numbers of cells chosen to make up
the one-time PIN. In some implementations cells can
be re-used (e.g. four cells the same generates a PIN
with 4 numbers the same), in other implementations
no re-use of cells are allowed.

4. METHODOLOGY

Two evaluations were conducted on GrlDsure,
approximately two years apart. The evaluations used
the same hardware and software implementation
of GrIDsure with the same task, differing in the
instructions given to participants about how to
choose a pattern « Eval 2 having more detailed
guidance about choosing strong patterns, based on
results from Evaluation 1.
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Figure 1. a) Enrolling in the system. User picks cells
A, B, CandD. b)Authenticating with the system.
Userreads m numbers chosen cells.

Twenty five participants from Evaluation 1 were
recruited again for Evaluation 2. Before embarking
on Evaluation 2 they were asked to recall their
patterns from Evaluation 1 < last used more than two
years before. This follow-up had not been planned
during the original study, and so participants did not
expect to remember their patterns over such an
extended duration.

4.1 Procedure

Participants performed an initial enrolment and
verification and then two or three subsequent
verifications at varying time intervals at their work
places or homes. Each participant was asked to read
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and sign a consent form, was given payment and
asked sign for it. They were then given a standard
description of the GrIDsure scheme. Any immediate
questions were clarified, and a demonstration of the
operation of the scheme was given.

They were then asked to select four cell pass-pattern,
and immediately attempt to recall it on a fresh
grid populated with random numbers. The results
of this attempt were recorded as the enrolment
verification. Participants subsequently performed 2
or 3 further verifications of their patterns, at varying
intervals ranging 1 to 75 days. system use where
written down by experimenters.

4.2 Participants

All participants were volunteers, and were paid £10
for taking part. Fifty one participants were recruited
for Evaluation 1 from administrative staff in the
university, and members of the public known to the
experimenters. Twenty seven of them were male,
5 were post-retirement age. These participants
were contacted again two years later and asked to
participate in the follow-up experiment-and 25 were
willing to participate in Evaluation 2, along with 29
newly-recruited participants (postgraduate students,
and administrative, support and research staff at
UCL, and experimenters’ acquaintances extrnal to
UCL). Of the total 54 participants in Evaluation 2, 32
were male, 1 was postretirement age.

4.3 Apparatus

An early demo of the proposed PIN-replacement
scheme obtained from GrIDsure was installed
on a number of PDAs (touch-screen iPaq Pocket
PC running Microsoft Windows Pocket PC 2003
Premier). The use of PDAs allowed us to take the
trial to participants, rather than have them attend
a lab.

The implementation of GrIDsure that we tested used
a plain (no colour) 5x5 grid and pass-patterns of
exactly 4 squares (no repetition allowed). A priori,
this seems to offer a reasonable balance between
memorability and the size of the pattern space; a
study of visual memory has found that short-term
recall of dots in a pattern decreases rapidly once
the grid size is at least 5x5 and the number of dots
exceeds 4 [11].

Simple paper-based observation sheets were used
by the experimenter to record the chosen pass-
pattern and the results of each attempted recall.
Experience in Evaluation 1 led to the redesign of the
sheets for Evaluation 2, to also record the patterns
used in failed verification attempts.

4.3.1 Evaluation 1

After the enrolment verification, subsequent
verifications took place at intervals varying from
a few hours to 11 weeks. The participants were
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divided roughly into two equal cohorts, one with
short (less than one week) and one with longer
intervals between verifications.

4.3.2 Retesting after an ExtendedPeriod

Evaluation 1 took place during October, 2006 to
February, 2007. After a much extended period,
we were interested to investigate whether the
patterns, based as they are on visual memory,
would be recalled after a long time. If they could be,
then GriDsure could be useful in situations where
passwords or PINs are used infrequently.

25 participants from Evaluation 1 were still available
and willing to participate. They attempted to recall
their patterns from two years earlier.

4.3.3 Evaluation 2

In Evaluation 1, we observed that users tended
to select patterns from a restricted pattern VHW
below), with implications for the guessability of the
pass-pattern. We performed a further evaluation,
to see if we could encourage < wording of the
instructions given to participants.

Instructions are crucial; it has been shown that
they impact on the password-choosing behaviour
of experimental participants [20], and they also
simulate, in a controlled way, the real-world
password advice given to people.

In Evaluation 1, the instructions to participants did not
include any particular guidance about the pattern,
beyond the instruction “a pretty pattern or ‘shape’
that you can remember” and reminding participants
to consider both the pattern and the sequence.

In Evaluation 2, the instructions were changed to
include the sentences:

“Make any pattern or shape that you can remember,
butthat you think otherpeople will find it hard to
guess. Here are a couple of simpleexamples,
although it is recommended that you choose
les common patternsthat would be harder for an
attacker to guess.”

Since we were particularly concerned about the
order of the cells chosen:

“There is a tendency for people to select patterns
that start at the top left and run towards the bottom
right of the grid in the same way that we read from
left to right and top to bottom. Again this makes
your pattern easier to guess, so try to avoid this
behaviour when choosing your squares, always
ensuring that you can recall both the shape and
order of the squares used. “

The actual examples given in the instructions were
the same as before, and it is worth noting that, in
contrast to the words which they illustrate, these
consisted entirely of adjacent cells and symmetrical
patterns.
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5. RESULTS

5.1 Errors

During Evaluation 2, and for the very extended (2
year) period of recall, we recorded not only the
number of errors but also their type, by asking
participants after each unsuccessful authentication
attempt what they thought their pattern was.
Over short periods, the shape of the pattern was
recalled most frequently, and order of cells in the
pattern least frequently. Over longer periods of
time, the most common problem was forgetting the
position of the pattern on the grid.
There were a total of 17 pattern recall errors in
Evaluation 2. Of these, 2 participants had problems
recalling their pattern immediately after registering
it - experiencing 1 and 5 errors on their first
session. Three participants had 3, 2 and 6 errors
respectively, at the second session (after an interval
of 3 to 4 days). In 13 of the 17 errors, the shape
was correctly recalled, but other details were wrong,
such as the pattern placement in the grid or the
order of squares in the pattern (Error! Not a valid
bookmark self-reference.).

Table 1: Errors in recalling patterns in Evaluation 2

Error type | Error combinations Row Total
Shape X | XX 4
Order X|X|X X 13
Placement X X 6
Density X[ XX 7
Count 6 |5 [1T (1 ]2[1]1 17

Thirty six errors were observed during the very long
recall of patterns. In 24 of these errors (67%) the
shape of the pattern was conserved, but other details
were wrong (Table 2). Placement of the pattern on
the grid appeared to be the least remembered (15 of
the errors - 42%), followed by the order of squares
within the pattern (3 errors), although combinations
of placement and order errors were also frequent
(5 errors). There was only one instance recorded of
a density problem -the squares in the pattern being
too spread apart, but correct in all other respects.

Table 2: Errors in pattern recall over an extendedperiod.

Error type | Error combinations Row Total
Shape X| X |X 12
Order X | X X 12
Placement | X | X X X 29
Density X X 5
Count 15513 |1 [51]3 |4 36

These problems have an interesting parallel to a
findings reported in [18] with traditional character-
based passwords: people often remember the
general shape of the password, but not details such
as upper and lower case characters.
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5.2 Patterns chosen by users

5.2.1 Theeffective pattern space issmaller than the
theoretical space

On a 5x5 grid, there are 25242321 = 303,600
possible unique patterns. However, the effective
password space might be much smaller than this:
if users chose only from a sub-set of patterns the
guessing difficulty of patterns in much lower than
that. A parallel example is the ‘beauty bias’ observed
with participants in studies of Passfaces [16]. To
analyse the guessing difficulty of GrIDsure, we
analysed the chosen patterns.

Each pattern was categorised independently by two
researchers, and a taxonomy of patterns developed
(see Table 3). . We found that patterns were indeed
chosen from a smaller subset.

Table 3: Occurrences of basic shapes
in Evaluations 1 and 2

Basic shape Count

Evaluation 1 Evaluation 2
1
6
11
1
11

5

5
17
54

| Corners
Diamond

| Snuare
Diagonal
Line

| Split Diagonal
Split pair
LIncategorisable
Total

n_.l—:r)J_.;';\.-JJ.-.-ﬂ

'

The taxonomy (Table 3) is simple, but reflects the
patterns chosen. Of the 51 participants we tested
first in Evaluation 1, all bar one selected a pattern in
the taxonomy.

We also checked account for the order of traversing
each pattern (Table 4). Order also influences the
size of the pattern space, since any four-cell pattern
can be traversed in 24 unique ways. In our analysis,
we categorize teh traversal order in variuos ‘natural’
ways; versus ‘cross-wise’, meaning that the pattern
has been traversed in some other way.

Table 4: Traversal orders in Evaluations 1&2

Traversal Order Evaluation 1| Evalualion 2
Clockwise 7 13
Anti=clockwise 3
Top-bottom Left-right L2 7
Bottom=top Raght-left 5 5
Top-bottom Fight-left 3 2
Bottom-top Left-right 1 4
Cross-wise 10 20
Total 51 54

Table 4 shows that 41 of 51 participants in Eval.
1 chose patterns traversed in one of the ‘natural’
orders, and that there is a tendency towards
clockwise over anti-clockwise, and top-bottom or
left-right over other directions. Thus, the order of
traversal increases the effective size of the pattern
space by far less than is potentially possible.

Finally we noted some simple ‘variants’ to the basic
shapes (Table 5); in these patterns, just one cell is
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offset from a basic type, which could be thought of
as a ‘three of a kind'. For example, an ‘L', ‘T, or ‘J’
shape is a line with a variant - the cell at one end is
moved from the line to another, adjacent, cell.

Straight lines are by far the most often varied of all
the basic shapes. In principle all possible single-cell
variants multiply the effective pattern space by at
least 21 x 4 = 84. However, if in practice variants
are mainly applied to lines, and only in predictable
ways, then the pattern space remains much smaller

than the possible space.
Table 5: Variants on the basic shapes chosen in
Evaluations 1 and 2

Count
Variant Eval.l | Eval.2
Horizontal and vertical lines with variant 11
Diagonal lines with variant

Squares with variant

Diamonds with variant

“Corners” with variant

Split pairs with “perpendicular”

Split diagonals with “perpendicular”
“Sparse” lines - must have a variant
“Sparse” diagonals - must have a variant
No variation or “uncategorisable”

[=]
k|| =

=1 == A
| Ok =W Ok

L¥5)
(7]

In conclusion, the effective pattern space is smaller
than the possible space, even when the order
traversal and common variants on simple shapes
are taken into account, and consequently the
security of GrIDsure is reduced.

5.2.2 Better instructions increase guessing
difficulty

Recall that one of the findings from Evaluation 1 was
that patterns can almost all be categorised using
a rather simple taxonomy, and that we re-worded
our instructions to participants as a first step to
overcoming this problem.

Using the same categorizations as before, we found
that the frequencies of shapes chosen changed with
as a result of revised instructions (Table 3). A chi-
squared test supports this finding with a statistically
significant association between ‘Evaluation’ and
‘Basic shapes’ (x? =24, df =7, p = .001, significant).
Note the large increase in number of ‘uncategorisable’
(does not fit into our taxonomy of simple) patterns
from 1 to 17 (Table 3). The increased number of
such patterns is a positive result because a larger
pattern space means higher security.

Finally we looked at the order of cells chosen in
Evaluation 2, and compared them with those in
Evaluation 1 (Table 4). The revised instructions
produced more shapes traversed in an unpredictable
order - ‘cross-wise’ -a 2 x 2 chi-squared test of
evaluation (Eval 1 vs. 2) and natural vs crosswise
gave x2 = 3.9, df= 1, p = .048, significant. The
revised instructions also led to far fewer top-
to-bottom traversals (a 2x2 chi-squared test of
evaluation and top-bottom vs. all other orders gave
x? =125, df =1, p <.0001, significant). There was
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no statistically significant change in the number of
clockwise traversals -a 2x2 chi squared test did not
detect a statistically significant association between
evaluation and clockwise vs. all other orders (x? =
1.8, df = 1, p = .18, non-significant).

In summary, we found that our enhanced instructions
persuaded participants to choose from a wider
variety of pattern types and to traverse them in less
predictable ways, thereby enlarging the pattern
space and increasing guessing difficulty.

5.3 Memorability

5.3.1 Point Estimate And Confidence Intervals For
Memorability from Small Sample Sizes

Unless otherwise stated, when discussing
memorability we follow /HZLV [13]recommendations
for usability practitioners  on presenting task
completion results, using the raw values of our small
samples to estimate the task completion rate of the
population with a given level of confidence. The
Laplace method is used for calculating population
estimates of task completion ((successful attempts
+1) + (all attempts +2)). We also give 95% Adjusted
Wald Binomial confidence intervals for the estimates.

5.3.2 Larger pattern spaces do not reduce
memorability

There is a risk that the greater diversity in patterns
and traversals produced by better instructions
might reduce the memorability of the patterns. Our
results show that this is not the case; recall of
patterns and ease of use is at least as good in Eval.
2 asin Eval. 1.

Table 6 shows task completion rates from both
Evaluations (excluding verifications immediately
after enrolment and after the extended period). The
data is from 83 unique participants, 25 of whom
appeared in both Evaluations. The memorability
rates are equivalent: the confidence intervals
overlap substantially.

Table 6: Comparison of GrIDsure memorability in
Evaluations 1&2.

% correctly recalled [95% CI
Study |[Correct’[N  [Observed [Pop. Lower |Upper
Estimate
Eval1l |88 05 |93 92 £5 a7
Eval2 |81 8% |98 o6 al 100

" Within 3 attempts

5.3.3 Good overall GrIDsure memorability
Performance immediately after enrolment was high
with 106 out of 109 successful recalls of the pattern
within 3 attempts (an observed rate of 97%, with a
population estimate of 96%, and 95% CI ranging
from 92 to 99%). We restrict further analysis to post-
enrolment verifications.

The overall task completion rate (Eval 1 + 2
combined) was high - 192 post enrolment logins
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successful within 3 attempts out of 202 - a success
rate of 95%, with a 95% CI ranging from 91 to 97%.
Table 7: Memorability of GriDsure at each attempt and

login
Succeeded on attempt: Lagin

Enrolment | 1% |2"*|3"| Total

1 104 a3 (87| 7| 177

1111111111 a ST T
Within 3 attempts 106 94 (90| B [ 192

4 1 2 1] - 3

e . ER

o ; : o J
'f':;;;}:];I'c'u'.;"r':'.i1;.:;m” ; e Bt A
Total Verifications 1045 1062]92] & 311

Table 7 shows how many times a login was
successfully completed on each attempt. It shows
that the large majority of post-enrolment verifications
were successful at the first attempt « 177 out of 202,
or 87%. 5 out of 202, or 2%, Very few participants
failed to verify in 3 attempts. Participants had not
been restricted in the number of attempts they could
make and, all successful logins observed were
achieved within 7 attempts.

Testing participants at their workplace or home made
it easier to recruit them, but harder to standardise
the intervals between verifications. We therefore
to present a time-based analysis: the intervals in
Evaluation 1 and 2 varied considerably, with about
half of those in Evaluation 1 being longer than those
in Evaluation 2 (Table 8).

Table 8: Summary of intervals between GriDsure uses
in Evaluations 1 and 2 (excluding the 2year gap).

Study | Intervals between uses, in days

0™pile | 25%6ile | 50™ile | 75%0ale | 100™%0ile
Eval1 | 1 & 8.5 20.25 75
Eval2 | 3 4 6 9 11

However, intervals in Eval. 2 were consistent enough
to provide a summary. There was a high level of
memorability of patterns: 94% correct within 3
attempts after the first post-enrolment authentication
interval of 3-4 days, 100% correct after the second
interval at 9-10 days (Table 9).

Eighteen participants had a first interval of between
5 and 11 days, and have been excluded from
the results for WKH « - GD\V" interval. Of the 32
attempts included in that analysis, two were made
after only 3 days, and they were both successful at
the first attempt.

Table 9: Memorability of GrIDsure in Evaluation 2

. | | % correctly recalled [95% CI
Interval | Correct [N | Obs. | Pop. Estimate | Lower | Upper
J-d4days [30°  [32]94 [91 R EE
9-10 days | 28 28100 |97 90 100

2 Within 3 attempts; one participant required more than one attempt for a successful
authentication
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5.3.4 Recall after 2 years

We studied whether visual memory can enable
pattern recall after an extended period of over two
years (see 0)

For our participants, this was the fourth or fifth usage
of their patterns; this seems a reasonable reflection
of the real situation for the use of infrequently-used
passwords, but also suggests that, two years ago,
the password was familiar to them.

It might seem unlikely that any password can be
recalled after such a long period, but surprisingly,
of the 25 participants retested 7 were able to recall
their patterns (observed task completion rate of 27%,
population estimate is 29%, with a 95% CI ranging
from 13 to 46%); 3 of them on the first attempt
(observed rate 12%, population estimate 14%,
95% CI 3 to 30%). Participants also made positive
comments, including:

Very confident (with strong emphasis).

I’'m confident Iremember (how to use) the system,
but not the pattern

One participant, who remembered his pattern,
described it as being the shape of “a rocketship”-this
is revealing of the images people might be using to
remember their patterns.

As with recall over shorter timespans, we found that,
evenwhen participants could not recall the detail of
their patterns, they could usually recall general of
the shape of the pattern but not the order or the
placement.

One participant had a pattern in a j’ shape (his first
name starts with a ‘J’). He recalled thatitwas ‘a J or
an L', but not which one. Another remembered her
pattern as a square, commenting:

it's quite uncanny how you remember that.

On the basis of ‘getting it’, ease of understanding an
use, and participnats’ ability to recall their patterns,
GriDsure performs well. Reservations about the
mental load required of users seems unfounded.
There are some practical problems in use, but these
are also inherent in the additional security it provides.

5.4 Separation of input and display

An unexpected, but common (26 occurrences in 146
usages) probleminour studies was participants trying
to enter their pattern directly on the 5x5 grid on the
PDA, instead of typing the corresponding numbers in
the data entry box. This was an artefact of the device
used in the study, which had a touch screen. In the
real world, e.g. with ATMs, there would be a physical
keypad separated from the screen display, and the
grid would offer no affordance for touching it in order
to enter the pass-code. Participants who made this
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error were reminded of the correct procedure and
this was not counted as a ‘failure’. However, it has no
material effect on any of our other results, which are
on pattern choice, memorability and recall errors. In
real-world use, entering the pattern on the grid would
make it vulnerable to shoulder-surfing. GriDsure
itself prescribes that it should not be implemented on
touch screens[10].

5.5 Qualitative responses

All participants grasped the notion of GrIDsure
quickly and easily; following the initial explanation
in the standard form, the vast majority were
immediately able to enter the corresponding 4digit
number correctly as their initial usage, although two
participants required some additional explanation.
Some requested further explanation about security
aspects of the scheme; for example, clarification of
the notion that the statistical probability of guessing
an unknown pattern is related to the fact that each
digit occurs 2 or 3 times on the random grid (so
that an interloper would have at most a one-in-two
chance of correctly guessing a single cell, given a
known digit).

Participants emphasized the visualization aspect of
the scheme:

“It might be better for visual learners; lamvery
visual”

“that’s how | remember my PIN anyway”
Other comments suggest an element of uncertainty:

“I was thinking [before] | don’'t know if | can
remember it”

“It was Ok once | could remember what to do”

More generally, participants were sometimes unsure
of the process on subsequent usages; in most cases,
they were able to complete the task successfully, but
lacked confidence or paused for a few moments,
apparently recalling what to do.

6. DISCUSSION

On the basis of ‘getting it’, ease of understanding and
use, and participants’ ability to recall their patterns,
GriDsure performed well. Reservations about the
mental load required of users seems unfounded.
There are some practical problems in use, but these
are also inherent in the additional security it provides.

6.1 Expanding the Taxonomy

The effect of using different instructions is positive:
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participants did chose from a wider set of patterns
and were more likely to traversed their patterns in a
non-predictable order.

The most significant change is the large number
of patterns which have become complex enough
that they do not fit into our taxonomy. It is notable,
for example, that some of the ‘uncategorisable’
patterns are traversed clockwise or anti- clockwise,
suggesting that they do form recognizable patterns,
but that our taxonomy cannot categorize them. We
have started to extend the taxonomy with categories
such as ‘Tetris’ shapes [19] - derived from the arcade
and online game. These shapes are included in
our existing taxonomy - as squares, ‘split pairs’,
and ‘variants on lines’ - but, from comments by
participants, those who are familiar with this game
may tend to choose these shapes, which are familiar
to them.

Perhaps we might no longer be able to produce
a simple taxonomy; that would indicate a much
more even distribution of shapes over the pattern
space. Ideally, the taxonomy would cease to have
any importance; the fact that we have been able to
devise such a taxonomy is the strongest empirical
evidence we have that the effective pattern space is
far smaller than the potential space.

6.2 Does GriDsure Increase Security?

The GriDsure scheme might be expected to enhance
security over textual passwords and PINs in three
ways: 1) by encouraging more secure behaviour on
the part of users; 2) by reducing the technical risk of
interception - whether by shoulder-surfing, phishing,
or compromised equipment and 3) by reducing the
risk of brute-force or guessing attacks by providing a
far larger pattern space than the number of possible
4-digit PINs

Technically, if only the GriDsure PIN has been
captured, this does not provide useful information
to the attacker. However, in the situation where
an attacker has captured the random grid and the
one-time PIN, the probability that the pattern will be
deduced is a direct function of the size of the pattern
space.

From the point of view of behaviour, previous studies
have shown that password usability problems
impact on security, since users are likely to respond
by writing down passwords or PINs (perhaps in
some hidden form) or by disclosing them to others,
breaking the most fundamental rule of knowledge-
based authentication [1].

Lacking a direct textual referent, pass-patterns are
less amenable to being written down. Our study has
found that GrIiDsure patterns are memorable and
usable; on this basis users are less likely to endanger
the security of patterns by writing them down.
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6.3 Usage Scenarios

From our evaluation of the realistic security of

GriDsure, we now consider the appropriateness

of the various ways in which GrlDsure can be and

is being used in different situations that require

authentication.

In terms of security, the overall message is that

1.GrIDsure is resistant to capture of the PIN alone,
for example by simple shoulder-surfing; but

2.1f both the PIN and the grid have been captured,
an attacker is able to guess the secret pattern with
high probability; and

3.Since the effective size of the pattern space is
much smaller than the total size, this probability is
far higher than originally thought;

4.The risk of brute-force attacks is also higher than
it could be, since the smaller the effective space,
the greater the probability of a successful guess.

These findings have implications for the use of

GriIDsure in different usage scenarios.

6.3.1 GrIDsure as Second Factor at Point-of-Sale
In Europe and elsewhere, most payment cards
used at the point-of-sale are now smartcards which
require users to entera PIN. The PIN is itself usually
encrypted on the card, so it is the card which does
the verification.

One way in which this has been implemented in
GrIDsure has the grid logic embedded on the card;
the card authenticates the one-time PIN in the same
way as a static PIN. In this implementation, the card
software also checks the chosen pattern for strength
-thereby increasing the effective pattern space.
Since these transactions already use PINs, this
might seem to be a ideal application for GrIDsure.
However, any transaction in a public place is
vulnerable to capture by basic methods or by a
camera, which could be studied to find the one-time
PIN and the associated grid. If only the one-time PIN
has been captured, then GrlIDsure is resistant. This
probably rules out vulnerability to casual shoulder-
surfing.

If both one-time PIN and grid have been captured,
and the pattern space is small, GrIDsure should not
be considered much more secure than a static PIN.
GriDsure is only sufficiently secure if the pattern
space has been extended by enforced logic on a
smartcard or in some other way.

Note that GrIDsure, just like a conventional PIN, is a
second authenticating factor in these transactions.
Even if a pattern is known, this on its own should
not enable an attacker to fraudulently obtain goods
or services.

There are usability issues that impact on the security
of the scheme at the point of sale. The difficulty of
simple shoulder- surfing with GrlDsure is unknown
[4], but probably smaller than the risk with a
conventional PIN keypad. This is because the input
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device can be shielded to prevent observation of the
numbers displayed on the grid, although users must
be able to see the grid and the input device at the
same time.

6.3.2 At an ATM withRemote Authentication

In an ATM, the physical environment is similar to
point-of-sale, and vulnerable to the same risks,
except that there is no merchant present.

Where ATMs are used with non-smart magnetic
stripe cards, the PIN authentication is done by a
remote server. The remote server does not actually
have a record of the PIN; instead, an offset is
stored from cyphertext derived from the PIN and
other information, and compared with a calculated
offset at the time of verification. In order to check a
GrIDsure one-time PIN, however, the remote server
would presumably have to know the user’s pattern,
in order to verify that this matches the random grid
which it generates. If this means that the pattern
has to be stored on the server, then a new area of
vulnerability is exposed.

For this reason, we believe that, in addition to the
security vulnerabilities we have identified, GrIDsure
is not suitable for use with conventional magnetic
stripe systems.

6.3.3 Mobile Access

GriDsure has been implemented alongside a Java
security application of mobile phones [15]. Since
a mobile phone has a screen, this could be used
to display a random grid as part of a point of sale
transaction, or the entire transaction could be
mediated by the mobile phone, such as in mobile
banking. Since the user has control over the phone,
they are aware of whether it has been tampered with
-as long as they trust the software and the phone has
not been compromised. However, with the increasing
popularity of touch screen smart phones comes the
risk that users habituated to touch input will attempt
to use the grid display as an input too ttapping out
their pattern on the screen, and reducing GrIDsure’s
security to that of a standard PIN. Future work on the
user-interface might address this problem.

6.3.4 Re-use of passwords

It has been often observed that people use the
same password, or very similar passwords for many
different applications [9]. Often, the same small set
of passwords is used over many years. There is
a risk that passwords used for private use will be
brought into the work environment, so that a breach
of a personal password would also compromise
organizational security.

One of the advantages claimed for GriDsure is that
the extra security allows the same pattern to be
used for several different accounts or applications
[10]; a single breach of the one-time PIN, on its own,
does not compromise other uses of the pattern.
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Clearly, if, as we have found, GriDsure with a small
pattern space is only slightly more secure from
interception than a conventional password, and
considerably less secure from pattern guessing, the
re-use of patterns is at least as insecure as re-use
of passwords.

On the other hand, greater security by unique
patterns or passwords incurs a usability cost. If
users are asked to remember a number of patterns
this raises the potential for ‘interference’ patterns,
an issue which is well-known with text - based
passwords and PINs and has recently been shown
to impact negatively on the ease of authenticating
using graphical passwords [8]. This is an issue
which remains to be investigated in GriDsure.

6.3.5 User interface changes to assist pattern recall
Recall that over intervals of up to 11 days, the
largest challenge to the usability of the system
was that participants forgot the order of the cells
in their patterns, and after 2 years they forgot their
pattern’s position on the grid. The problems might
be overcome by interface changes -the use of
shading or colour on the grid -to anchor users in the
placement of the first cell and overall location of their
pattern. A possibility being considered by GriDsure
(unevaluated by us) is layering colours in concentric
squares over the grid - similar to an archery target.

7. CONCLUSIONS AND FURTHER RESEARCH

We have shown that GriDsure is highly usable:
1.The concept is easy to understand;
2.Patterns on a grid are remembered reliably;
3.The method of matching a pattern on the grid to a
onetime PIN is easy to use
However, we also found that, if either the effective
pattern space is small -which it was in Evaluation 1
-or there are multiple captures of both the one-time
PIN and the grid, then GrIDsure may not be much
stronger than a conventional PIN.
We conclude that 1) GriDsure should not be seen
as secure in situations where multiple captures
of both one-time PIN and grid are possible; 2)
GriDsure should only be seen as a suitable factor
in authentication where even single captures of
transactions are unlikely; 3) action is needed
to enlarge the effective pattern space; and 4)
simple persuasion in the form of carefully-worded
instructions can enlarge the pattern space.
The usage scenarios discussed in section 6.3 show
that the risks associated with different situations
vary. Factors include: whether the authentication
is one-or multi-factor; the risk of interception or
observation; and users’ behaviuor in response to
usability problems. Users are unlikely to appreciate
these differences and to modify their use of GriIDsure
accordingly. We are concerned that the system
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might be applied in areas for which it not sufficiently
secure.

A special example of insecure use, discussed in
section 6.3.4, involves the risks of using the same
pattern in different contexts. The need to avoid this
risk while maintaining usability, if GriDsure were to
become widely used, gives greater urgency to the
need to investigate the usability of multiple GrIDsure
patterns; thus far, our evaluations have only required
participants to remember one pattern at a time.
These two final points remind us forcefully of the
need for both usability and security in authentication
schemes. Research must consider not only whether
a scheme is more usable than existing methods, but
also, as we have done, must analyse the security
implications in different usage scenarios.
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